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Password Security

* New password security requirements
« Minimum of 8 characters
« Upper and lower case alpha characters
At least one digit or special character
« Will get this message until password is updated
« Users can cancel this message and proceed
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The requirements for CM/ECF passwords have changed.
To set a password that meets the new standards, please click here
and go to the More user information screen.




Password Security

« Many courts do not allow external users to
have access to user information screens
« These users will receive a different message

The requirements for CMUECF passwords have changed.

To set a password that meets the new standards, please
click here.
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Password Security

« All passwords will be rejected at first 4.1 login,
even if they meet the new requirements.

« Each password must be encrypted with new
stronger encryption logarithm.

* If users change to stronger passwords before
4.1 implementation they can still be re-used.
Just re-enter the same data.



Password Security

« Account will be locked out for 5 minutes after 5
iInvalid login attempts

* Lockout times will be increased for each 5
subsequent attempts.
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